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icWaves usability improvements

current view of Loaded Settings explained

Improvements

Visibility on settings inside icWaves
Save & load parameters from file
Improved stability from several bug
fixes

Acquisition speed 8x faster
(icWaves 3)

Live tuning of trigger parameters
during acquisition (icWaves 3)

pattern )\
Settings \

(example)

A

| Acquisition Setﬁngs| Patterns | I ‘ I

Load toggles
with clear £

acquisition settings -> PATTERNS -> truth tafjles 1, truth tables 2

/ Pattern

stored in
icWaves
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Example settings

analog in pattern
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Count 1 $ (21 +] hold off + trigger delay e
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Count timeout 0 = (E10 v |ns _r]-
Arming :Always (Armed) v: count =1 count =2

While Trigger in High
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readable xml
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Live tuning (icWaves 3)

Real time feedback on your trigger parameters

Now you can live tune all trigger parameters until you have the
analog channel 0 optimal settings. For instance, play around with the SAD
Threshold and observe the effect in the Logic Channel output

il 'H - icWaves tunable configuration trace:
i
| i | Acquisition Settings | Patters | input | Fuise Profing [ Trth 7200

acquisition settings -» PATTERNS

—HrHH
140 160
Logic channel TQ 0

Pattern 1:
; | Pattern

Mm stored in
icWaves Analog channel 240
848
T 40 T i

SAD Threshold |20 |£] T i o
Delay o B Logic channel TO 240
Holdoff o B N / H — :
120 140/ 160 180
Count L B

Count timeout o B

e — v %

Tune parameters Live wntil you have a steady
trigger output (Logic channel TO)



Advanced settings (icWaves 3)

Workflow support and less programming

The advanced settings were difficult to use. With user feedback
we implemented several tabs to match your workflow. The tabs

workflow:
iwput = truth tables = trigger module > output

allow for flexible configuration without a need to program. /(
Settings
Acquisition Settings Pulse Settings
icWaves Device Panel Acquisition Settings I Patterns | Inputl Pulse Profiling | Truth Tables 1 | Trigger Module 1 | Truth Tables 2 | Trigger Module ZI Dutput| Chart L
sample Rate : 200 M5 /s Flow chart
Signal InputRange : 1.0V acquisition pulse truth trigger trigger
settings pattern input profiling tables module output
Coupling : AC
Impedance : 50 digital in 1 bin. dig. edge/ [
Device Serial : icwaves-dummy "t i truth
B e
digital in 2 11 fables | - trigger
igital in | bin. dig. . .
n dig EoRCH _ .fol module [
in? pulse |51 rigger [ 1
o] module | o
1= 1
digital in 3 bin, dig. edge/ | trigger out 1
in3 T pulse |
external clock bin, ext,
. clock
analog in truth .
7 = A tables [ e nes
| analog to binary edge/ PP for [P CUEECT |
-~ : - : modula
digital analog in pulse = tigEEr 3 3
T |-| module | .3
2
internal pattern trigger out 2
clock matching

~\ For advanced settings 6



Advanced settings example use case

Settings
| Acquisition Settings | Patterns | Input | Pulse Profiing| Truth Tables 1 | Trigger Module 1 | Truth Tz
input, pulse profiling, patterns -> TRUTH TABLES 1 -> trigger module 1
Trigger on edge and two patterns Truth Table variable (A,8,C,D) assignments Truth Table expressions
Variable A |Binary Digitalin 1Edge v | L o
Th . hich . Truth Table expression A
. ere are cases in which you w§nt to trlgger on two Ay P =
different patterns that happen in a specific order. prose— ' ' Truth Table 2
This is one way to do it: Varizble C |pattem 2 | Truth Table expression |B
L Variable D :Not selected - Truth Table 3
1. Prepare truth tables: )
1. Prepare the truth IE4 T SxxcasonlC
*  Detect edge (A) ol naini
. taoles tor chawnt
e Wait for Pattern 1 (B) f w9 =
. . ;
«  Wait for Pattern 2 (C) ruth Table expression [0}
2. Chain them Settings
Acquisition Settings | Patterns I Input | Pulse Profiling ITruLh Tables 1| Trigger Module 1 | Tryth Tables 2 | Trigg
3. Trigger truth table 1 -> TRIGGER MODULE 1 -3 output
Chain of truth tables /—\:
Truth table chain [1-> 2-> 3 v
Chain progression timeout 100000 |2 (25~ |ns 2. Deﬁwe the chain
|:| Timeout trigger generation ‘fOY thQCVW‘@
Arming trigger module
Arming mode _#\rmed -
Arming source :Trigger in -
Timing of trigger module output \—/ =. TYLQQCY
Trigger delay 0 $ :tm v: ns :
Trigger mute time 0 = :is v: s 7




—> Template O

trace 3 trace 4

Template Analysis = .

Samples Traces User Tools Window
Legacy
Calculator
Verify
First-order analysis
Known-key analysis
Known-key correlation
POI selection DPA known-key
POI selection key loading known-key
Template Analysis DPA known-key
Template Analysis key loading known-key

\/ Visualize Templates

Added “Key loading” attack

Template Analysis methods overview
In Inspector 4.10

*  TAonkey loading

e TAon AES + DES with known-key analysis

In next releases in 2016 (coming up)
*  Unknown-key analysis
e« TAonRSA

Inspector 4.10 better supports the workflow

1. Points of Interest (POI) selection - below
2. Learn phase TA-next page
3. Apply phase TA - next page

/? 1. POl selection

Points selection options
Model

@) 50D () S0SD @ SOST () CORR

ﬁ/ﬂ;’;ds

4 models supported  ouput

to ana nge traces Candidates in output |5
Generate traces

Write results to file pointsofinterest,

Leakage wmoodels
Hamming Wetght
and ldentity



Learn & apply in template analysis

2. Learn phase o
3. A ase
A PF\ yp

Flextble /o data

definition
v Learn phase settings Apply phase séttings
Input offset a Input offset 0
Output offeet |8 Output offset 8
Key (0x) CAFEBABE Repart interval 0
Show teVM,‘PLates Key offset 16 Generate traces

; Reportinterval |0 Error response ABORT
o - ror -
Generate traces l:l SLUppress error messages

Points of interest Paints of interest

POI text ﬁLC Templates file Templates file
Known key analysis options

| Browse
Known Key (0x) |CAFEBABE
l/ Generate plot

sSave tCm‘PLRtCS Ranks in traces
after learning

a

a

Global key search

SN

Knowwn leeg
optiows

W

m

B

i

Mean + COV: highly
tnformed templates

Tweak your
learning

/\ )\

Template analysis settings

Phaze
@ Learm () Apply
Model
i Mean () +Var
Optimiser

@ fone () Pooled

\

Meawn +var:
stmplified templates
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Points of
Interest selection

results

Results template analysis — known key

02_1kTraces_Randomlnput + Trim (First two rounds).trs

(=@ [=

IEI *omv trace 0
154
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5
of
,5 L
ot
- 0 10 20 30

~01_2kTraces_Randominput + Trim (First two rounds) + Points of interest (S05T).trs

“1 13tk
=1z
.

0
]
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SOST of HW(R1Sout[Q][0])(+14)

20
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) t.mlh

[313]
[3I1]
[2]3]
[2]1]
[113]
[1]1]
[0]r3]
[o]r1]

3D Plot

Targek

Legend

F'llll_u‘llﬂll

llﬂhl‘

s on 02_1kTraces_Randominp

1
Fragrent

\

Results after 1000 traces

Best score Round 0: Key: Column 0, Row 0:

rank: 1, candidate: 202 (0xCk), confidence:

Best score Round 0: Key: Column 0, Row 1:

rank: 1, candidate: 254 (0xFE), confidence:

Best score Round 0: Key: Column 0, Row 2:

rank: 185, candidate: 170 (0xR%), confidence:
Best score Round 0: Key: Column 0, Row 3:

v

Key byte results - template scoring

-2.945978007263585030000 at positions:

-3.05737807004152230000 at positions:

[9928, 9932, 9941]

[33456, 11453-11454]

—4.96057573001445550000 at positions: [12960,

12969-12970]

N

Blue = attack fatiled
on key byte 15

Red = attack
succeeded on Ieeg
bgte 2

10



Major speed up of DPA

Performance increase

Significant performance increase for analysis of > 200 samples.
Increase mostly depends on # cores.

|Cﬂto| Samples Traces User T , , ,

' Multithreading tn
Legacy ,

‘ * Furst-order

Calculat ,
| — i Kwoww—leeg aMLgsLs

| Venfy ‘7
First-order analysis \_/
Known-key analysis

Known-key correlation

\Correlation -l
iCorrelation (Legacy)
Differential (Legacy)

Differential

—‘V

\/ Single-threaded (Legacy)

Default is multithreaded.
Both in Correlation + Differential

Analyzing 424 samples

—

~DES raw trace, 200 MHz, round 1-3 + Rﬁampled.tls\
00 mvolt

e

L -

Method
_';'.Zurrelaﬁnn P |

Preferences

[] Amplified
Cross correlation :Nune -

threads |4

v

Auto tuned based on # cores tn
5our PC
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€.9.

Spider perturbation control

For fault injection on embedded chips
Requires SDK installation delivered with Spider product.

File Edit lPumrbaﬁonlAcquisition Compress Align Filter Analysis Fl with
{Legucy !_Lvt_le_( ﬂ- &Ny Spider
Voltage/Clock * Smart Card » i ==
SingleXYZ )  Embedded »  Protocol
DualXYZ |  Advanced |  Raw

Sequence

Spider

Number of measurements

perturbation Type [Fied =

(as)
settings for s . . L]

EMFI

value 10 =)

EMFI Pulse Power

Type |Fixed )
settings

EMFI Pulse Power

EMFI Pulse Delay
Tie | Foxed = ==
e =n

EMFI Pulse Delay 0 = ns

Device settings (via

Sequence)

Enable 10 printing

Sequence settings
Target COM port [

Target baudrate [ 115,200k

Spider COM port |

Trigger Input Pin [COREl. Find

Trigger In Sensitivity | Rising Edge
Trigger OutPin | CORELPin1

Reset Output Pin [COREl. Pin2

Reset Polarity [Acﬁve Low

Pulse Amplitude Port | Voltage out1

Digital Gltch Port | Gltch out1

Timeout

Test EMFI Power

Show advanced settings
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Perturbation improvements

Perturbation log |70 printing from Sequence

Now latest ow top by default
> (tnstead of bottom)

Added an “I/0 printing” option to Sequence Perturbation to make
it easier for you to see all the I/0 activity:

id / Perturbati... Timed out Data
9 4000000  fake N |
3 4,000000 false “ Sequence Perturbation ._
7 2000000 fake
5 4000000 fake | General | Measurement Setup | Embedded Glitch Setup | icWaves Setup | Perturbation | Target I_
5 4000000 false
4 4,000000 false Sequence [ - ]
3 4000000 false
F] 2000000 fake 7 Enable IO print
1 4000000 false FLLE
0 4000000 fake \
, .

I = See the /0 activity from
« )
Filter expression | |[ Apply IE -SCGU/LCV\:GC VI/LDOIULLC

Cownvert ttex to ASCII

L

Timed out Data

FEERERERER
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Perturbation improvements

Overview Package [Class| Use Tree Deprecated |

COIOFS ln perturbatlon lOg Prev Class MNext Class Frames No Frames A

Summary: Nested | Enum Constants | Field | Method Detail: Er

So far you had 3 colors (green, red, yellow). With ColorVerdict you

can now show many more verdicts. perturbation2 b
Enum ColorVerdict

This makes it much easier to see different types of faults! java.lang.Object

javalang.Enum=Colorverdict=
perturbation2.lib. ColorVerdict

All Impl ted Interf: :
| £ VC Glitcher report - MyProtocol_SC Single XYZ Perturbation (started 2015-08-28 11:27:22) fplemented inferiaces

Werdict, Serializable, Comparable=ColorVerdict=

! Device... XYZ Device... Timed out Data

WO00  0.000000  false D0 00 0102 03 04 05 06 C7 33 D7 EA FA E4 ED A3 00 00 01 02 public enum Colorverdict
0000 0.000000  false 00 00 010203 0405 06 C7 33 D7 EA FA E4ED A3 00 00 01 02C extends Enum<Colorverdict>
0000 0.000000  false 00 00 010203 0405 06 C7 33 D7 EA FA E4ED A3 00 00 01 02 C implements Verdict

0000 0.000000  false 0000010203 0405 06 C7 33 D7 EA FA E4ED A3 00 0001 02C

W00 0.000000  false D0 00 0102 03 04 05 06 C7 33 D7 EA FA E4 ED A3 00 00 01 02

0000 0.000000  false 00 00 010203 0405 06 C7 33 D7 EA FA E4ED A3 00 00 01 02C Enum Constant Summary
0000 0.000000  false 00 00 010203 0405 06 C7 33 D7 EA FA E4ED A3 00 00 01 02 B

0000 0.000000  false 00 00 0102 03 0405 06 C7 33 D7 EA FA E4ED A3 00 00 01 02 ¢

0000 0.000000  false 00 00 010203 0405 06 C7 39 D7 EA FA E4ED A3 00 00 0102C EnumiConstantand]deserpiion

10000 0.000000 false CLEN

10000 0,000000 false GREEN

LIGHT GRAY

MAGENTA

ORANGE
Serardict (NORMAL ) PINK
A Alterpnative for more colors from ColorVerdict: RED
wverdict (ColorVerdict,MAGENTA) - \/ WHITE

YELLOW

Colors avatlable
(AP documentation)

Example configuration LZ



Perturbation improvements

FI Graphlt update

For customers that have Fl Graphlt : it has been updated to reflect

the new colors:

Glitch voltage

Amount

-3
5995

6000 6005

6010 6015 6020
Glitch offset 1

25

15

1.0}

0.5

0.0

Glitch voltage

Amount

20 F

00

6015

6005 6010

Glitch offset 1

2(

6000.00

6002.22

6004.44
6006.67
6008.89
6011.11
6013.33
6015.56

Glitch offset 1

6017.78

6020.00
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Miscellaneous

Sequence APl change
read () inClass BasicSequence

* was not easy to use because of many
variations

» was insufficient for certain perturbation
scenarios

The change:
* readAll() replacesall read () methods.
* read() isdeprecated

For example, the code below:

int byteRead:
byte[] response = new byte[le]:
bytesFead = read{rawI0Target, response, 1000, NO_LOG):
if (byteRead !'= response. length) !
response = Arrays.copylf (response, bytesRead):

i
is simplified by

byte[] response = readhll (rawI0Target, 16, 1000, 0);

Overview Package [Class | Use

Prev Class Next Class Frames
Summary: Nested | Field | Constr | Method

acquisition2.target

Class BasicSequence

Recent modules

New: open recently used

«-—7 modules

analysis - Sys!

<9 /-

ign Filter Analysis Crypto Sampl

'em Modul c

- | -~

KnownKeyKeylLoadingTemplateAnalysis

Recently opened modules [nterestSelection

| sal*00mvolt |

ScopeAcquisition
OpticalSequencePerturbation
SequenceAcquisition
AesAcquisition
SequenceXYAcquisition
KnownKeyTemplateAnalysis
PointsOfInterestSelection

Oscilloscope multi-channel display

Viewing 2 channels used to take several clicks and have scaling
issues. Now, when you use more than 1 channel:

W

Y Y Ghannel AD \
3
Smallest || - N 2 channels
scaling 1 displayed
preserved! D 11 together

*100 mv
r 104
]

100 10 120 -7
ChannelBO\_/

1 1 6







Inspector 4.10 installation

Where

* Customers with Support Contract receive download link
* Download from Riscure download portal

Installation guidance

* Inspector software can be installed on the same PC
workstation next to your previous version. You can still revert
back to the previous version if you want to.

* APl is backwards compatible with Inspector 4.7

My own modules & traces

* Inspector software points by default to the same user module
folder as previous versions.

*  Your own modules and traces from Inspector 4.7 are
compatible with this Inspector release.

* Incase you have trouble porting an older module to this

Inspector version, please contact our support portal for
assistance.

SDK and firmware updates

* icWaves: SDK 3.8. Bug fixes and improvements (APIs threading
safe). icWaves 3 improvement: additional digital acquisition
channel, includes automatic firmware upgrade.

* VC Glitcher 2: SDK 2.6. Perturbation CPU upgrade, Bug fixes,
firmware upgrade.

For full SDK release notes:
C:\Program Files (x86)\Riscure\[yourSDK]

Release notes & bug fixes
For the full list of bug fixes, please refer to the release notes:
https://www.riscure.com/security-tools/inspector-sca/#support

https://www.riscure.com/security-tools/inspector-fi/#support
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Please contact Riscure for more information

You can reach us by email : inforequest@riscure.com
by phone: +31 152514090 US:+1 650 6469979

Or on the web: riscure.com

riIscurc



