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What’s new in 4.11? 
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Test Vector Leakage Assessment 

Introducing TVLA in Inspector with 

• first order analysis on DES & AES 

• semi-constant (a.k.a. semi-fixed) round intermediates 

• non-specific T-test  

 

Workflow: 

Leakage assessment of pairs of 
data sets against T-value of 4.5 

Creating multiple test vectors at 
once for efficiency 
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TVLA: acquisition with test vector data sets 

Generate semi-
constant data set for 
DES or AES 

Round selection 

Creates data sets 
for each target 
option (per selected 
AES round) 

Enter fixed key 

Semi-constant: Limited range ensures optimal 
variation of constant inputs for a meaningful T-test 

When saving a trace set: 
info on TVLA data sets 
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TVLA: Welch’s T-test with real-time evolution plot 

Run the non-specific T-test on the trace set with test vectors 

created with the data generator: 

Target: Round 5 and Subbytes (AES) 

Select samples and report 
interval for T-test Monitor evolution plot real time 

Abort without loosing the results 
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TVLA – dual output 

2. Evolution plot 

1. T-value trace set 

Threshold value 4.5 

Automatically 
overlapped for all test 
vector data sets 

# traces in semi-
contstant set 

More leakage in SubBytes 
than MixColums 
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TVLA – cross check and conclude 

Verify for several report intervals if chosen T-value peaks are not 

ghost peaks (user interpretation): 



9 

TA on DES Key Scheduling 

New technique 
Template  Analysis on DES Key Scheduling is a new method which 

is pending publication by Mathias Wagner (it has been shared 

with small groups). 

 

Features supported in Inspector SCA 
Acquisition & POI selection: 

• Known-key TA 

• Target: leakage of XOR operations on key bits in the DES key 

scheduling function. The XOR operations are grouped 

together in four rings of 14 bits (A) and two rings of 28 bits (B) 

[pending publication] 

• Rings: A & B applied, less sensitive to noise in POI selection 

than ring C 

 

Learn & Apply: 

• Probability models: Mean, +Var, +Cov with options Pooled and 

Centered 

• Rings: Ring C applied, which combines Ring A and B and 

improves results for Template Analysis 

• Template size: configurable.  

• Note: when using +Cov the memory usage grows 

exponentially with the template bit size and number of POIs.  

 

 

 

Trace pre-

processing 

input: traces with known random keys 

Point of Interest 

selection 

Learn 

Apply 

remaining key entropy 

input: traces with 

fixed key 
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POI selection and learn phase 

On the trace set with random known keys, perform POI selection: 

 

 

 

 

 

 

 

 

 

 

 

 

Example POI selection results for Ring A and Ring B: 

Learn phase: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Apply phase: 

Select template size Key offset 

Ring A and B combined 
is best for POI selection 

Option to use 
key in data 

Ring C is optimal for 
Template Analysis 
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Template Analysis – unknown key 

Added unknown key analysis 
Earlier this year several Template Analysis techniques for AES and 

DES were added to Inspector. Since then many users also asked us 

for the unknown key variant.  

 

 

 

 

 

 

 

 

 

Note: for hamming weight option in TA Key Loading, the unknown 

key output is different.  

The candidates are hamming weights: 

 

 

Unknown key results 
as you are used to it 
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Data generator in Sequence 

The data generator function is now also available in Sequence for 

embedded chip testing:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note : Pinata chip example modules were also changed to include 

the data generator in the GUI. 

 

Method in Sequence for 
data generator 

When using the 
Sequence wizard 
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Miscellaneous 

New Picoscope 
Picoscope 3206D is now also supported. We deliver it with: 

• Bandwidth 200 MHz 

• Sample rate at 1 Gs/s 

• Memory 512 MS 

• 2 Channels 

 

 

 

 

 

 

Faster power control DPSS 
Changing the power level of the DPSS laser is much faster with a 

new DPSS attenuator controlled from Inspector.  

 

 

Multi-threaded correlation 
Introduced successfully in 4.10, the legacy method was now ready 

for removal. 

 

 

 

 

 

 

 

Crashes with “disk compression” 
Hard disks that have “disk compression” enabled cause problems 

with large trace set acquisition and processing. This is a low level 

Windows issue and not related to Inspector software. An 

instruction not to enable disk compression has been added to the 

manual.  

Removed legacy 
single-threaded 
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Miscellaneous 

Perturbation log panel 
The perturbation log history panel is now kept open when 

inspecting an individual perturbation record.  

 

Remembering key previous round 
In first order analysis if you forgot to copy across the retrieved 

key, you would loose this key when running the next round. And, 

you would have to re-run the complete analysis!  

Now the retrieved key is kept in memory so you can still copy it 

across.  
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Miscellaneous 

icWaves parameters 
When counting multiple patterns, several parameters need the 

right combined configuration. Several suggestions are 

dynamically given to help in this, for example: 

Release notes & bug fixes 
For the full list of bug fixes, please refer to the release notes: 

https://www.riscure.com/security-tools/inspector-sca/#support 

 

tip for Holdoff 

tip for SAD Threshold 

https://www.riscure.com/security-tools/inspector-sca/#support
https://www.riscure.com/security-tools/inspector-sca/#support
https://www.riscure.com/security-tools/inspector-sca/#support
https://www.riscure.com/security-tools/inspector-sca/#support
https://www.riscure.com/security-tools/inspector-sca/#support
https://www.riscure.com/security-tools/inspector-sca/#support


Upgrade procedure & SDK changes 
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Inspector 4.11 installation 

Where 
• Customers with Support Contract receive download link 

• Download from  Riscure download portal 

 

Installation guidance  
• Inspector software can be installed on the same PC 

workstation next to your previous version. You can still revert 

back to the previous version if you want to.  

• API is backwards compatible with Inspector 4.7 and onwards. 

 

Your own modules & traces 
• Inspector software points by default to the same user module 

folder as previous versions.  

• Your own modules and traces from Inspector 4.7 and onwards 

are compatible with this Inspector release.  

• In case you have trouble porting an older module to this 

Inspector version, please contact our support portal for 

assistance.  

 

SDK and firmware updates 
• None 

 

 

 

 



Please contact Riscure for more information 

You can reach us by email : inforequest@riscure.com  

by phone : +31 15 251 4090   US: +1 650 646 9979  

Or on the web: riscure.com 

 


