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v/ Boosts your SCA template analysis capabilities and rely on a neural
network next to the expertise of your analyst to be successful.

Deep Learning

The Deep Learning module uses a convolutional neural network to

v |tis easy to train the network to the unique quirks of your trace
acquisition process

make side channel analysis more efficient. Best results can be

achieved with alignment, point of interest selection, classification of v Extend ‘human’ research effort with processing power

data and key recovery. The network that can be trained on a selection

of a trace set and applied to the full trace set. The module will assist v/ Be compliant: evaluation using Deep Learning algorithms has

the user to choose the best configuration of hyper parameters. recently become a requirement for a number of common
certification schemes.

Batch Sizes Initial Parameters
Batch Size Train Batch Size Validat... Batch Size Test Convolutional Layers 1
0.6 0.2 0.2 \ Dense Layers 1
Parameters And Optimization Convolutional Fiters i
Number of Neurons 9
Deﬂne yOUI’ SetS = i \/ Number Of Tterations 1
Conflgure Number Of Epochs 50
Hyper-Parameters Search network |ayerS Learning Rate (*0.001) <0
Convolutional Layers
Regularization Value (*0.00001) 1
Min 1 Max 3
Activation ConvLayer relu hd
Dense Layers /\l Activation DenselLayer tanh -
Min 1 Max 3 Automate hypel’ Activation OutputLayer softmax hd
- ) parameter SearCh Loss Function negativeLikelihood -
Convolutional Filters | )
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Deep Learning

Cipher Settings
Cipher
Cipher |AES v

Operation |ENCRYPT v

Key |cafeba bedeadbeef0001020304050607

Get key from data

Works both for DES and AES ciphers. The £~
module can be trained with a known key that
you set for all the traces or with a variable
known key which is stored inside the data
section of the traces. Applying your trained
network can be done on a trace set with an
unknown key!

riscurc

Mumber of Dense Layers 1 =)
Dense Layer 1
Number of Neurons |9 |
Activation Dense Layer ’tanh v]

Define the number of dense layers that you

will need to optimize the performance of your <

network. You can choose to have the

number of neurons and the activation
method the same for all the layers or vary

per layer if needed to get better results

Early Stopping

Training your network can be time consuming. To
assist with searching for the best network
parameters in a limited amount of time, we have
added an early stopping option. Check this option
and set your time limit. The module will search for
the best configuration within this timeframe!



A u to m a t l O n v’ Generates a programmable user module

; _ v Build loops to run a automation scenario with multiple settings
This new module enables you to reduce manual work and perform side

channel analysis faster then ever before. Use record and playback v Works with all modules

functions to create a test scenario once and run it multiple times

without the need for repetitive actions. The module enables regression v Integrates perfectly with Inspector High Performance Analysis (HPA)

testing and archives everything used in a scenario: parameters,

templates, intermediate results, reference traces, etc. v" Uses known Inspector principles to guarantee a steep learnlng curve
for users

€ FOA_TEST_20170411_150458
\Users\fred\Inspector \TestOut\20170411_150458_AutomationModuleOut. txt");
t\20170411_150458_AutomationModuleLog. txt™);
t\20170411_150458_AutomationModuleReport.htmi”);
t120170411_150458_AutomationModuleReport.htm
:20] —-> 1.23543€-4s
+ openOutFile("C s\fred\Inspector \TestOut\FirstOrderAnalysis AES_128_E_I_CMT_XOR_ALL.txt");
+ openTraceFie("C: WUsers\fred\Inspector \TestOut\AES-128 ENCRYPT trace simulation Test Reference. trs.master”);
+ runModule("C: \Program Files\Inspector-4. 13 dev duster \modules\crypto2\FirstOrderAnalysis. \Users\fred\Inspector\m Start I'ECIIII'I:“rII fl:ll' autom EtilIlI"I mo I:| |J|E fI|E
K compareTextFies("C: \Wsers\fred\Inspector \TestOut FirstOrder Analysis AES_1. CMT_XOR_ALL “C:\Wsers\fred\Inspe _

tatus Tr Samples
R o

vailable: 100

/

/

Progress of the automation scenario Buttons enable ‘macro like’
is shown in new “auto’ tab recording of automation scripts
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v' N l lysi dule all
Template attack For RSA clasefy taces containing dfferent operation

types from a public key implementation

“ Known-key template analysis for public key operations on RSA SFM tutorial + Pattern extracted(2) + Sta... [ﬁ
Samples Traces v" User selectable results processor
First: 0 First: 773
Humber: 73000 Humber: 7735

Template analysis settings Target settings

e e T v User can develop new results processors for
O Leom @ aoply Trace type ofset 0 custom implementations using the module wizard

@ Mean () +var (O)+Cov

Optimiser

@ none () Pooled
Learn phase settings Apply phase seftings
Report interval |0 Report interval |0

Generate traces Points of interest :
I Puints of interest nspector-code-dist\pointsofinterest. poi Copy
ist\target\inspector-code-dist\pointsofinterest.poi | Browse Templates file
rgetiinspector-code-dist\rsa.templates

Templates file

ade-dist\target\inspector-code-dist\rsa.templates | Browse f::ue‘t:::iled results to file — Opera“ons that are used for template attacks
| Results Processor I On DES and AES alSO apply fOI’ RSA

‘Pinata RSA SFM Square and Multiply R4

B

xael
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Pinata

v' Pifata 2.1 release support RSA SFM decrypt commands

v" New sequence can be used for acquisition to demonstrate
Template Analysis on RSA

v" New sequence has an option to select different RSA
implementations on target

v' Two SM4 implementations supported

Samples
First: 0
Number: 2800

Traces
First: 0
Number: 500

Settings
Candidates in output |4
Report interval 1}
Generate traces

Method

Correlation

Preferences

D Amplified

Cross correlation  None

riscurc

Cipher
SM4 (beta) -
 Preferences

Mode |ENCRYPT -

»

SM4 supported in analysis modules




New licensing model

Inspector 2018.1 works with a new licensing model. To work
with this Inspector release, you have to use your dongle and a
license file. You will receive this license file from Riscure.

faults Twesks Licensng

The new licensing model will also allow for trial licenses so you
can test features for some time before you decide to purchase.
Please check with your account manager for options and
availability.

Mew License

Acqguire license from a license file

Acquire from a new license fil tained from the license portal)

imenno}

Cancel
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Rank Evolution

Known Key Analysis

| Des DPA example

z
T
&
&
I~
3
3

R1KE

w the rank ev for a specific key and
the shown keyboard modifiers o 0 change the evolution plot
Right elick to remove, click outside the plot to hide the evolution panel

Legend
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Known Key Analysis

Des DPA example

Enable Confidence cur

Confidence Evolution: R1k2 (fragment 0)

@
g
T

=

&
S

C

Candidats: 0B, Rank: 1

volution navigation

Legend
_— ]

Traces processed
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Usability improvements

B rstOrderAnalysts on Des DPA Sxampic = Staticaign.us MRS =) " — u
e - + 5plit on Scopedcquisition.trs
First: 0 First: 0 - -
Split settings are stored and samples Traces
Settings Cipher 7 - ’ ’
oo o 4 = last used values will appear First: |0 First: |0
Preferences

Report interval 0 . .
s & Mode [ENCRYPT v upon next usage | Mumber:| 100 Murnber:| 23
Method DES Type |DES -

Correlation - Interleave parameters

Preferences

i Set size Offset
Cross correlation  None _>
iee2del 4 Attack direction 2 1|
Criterion Input -2 Output X,
Peak v

il

Global key search

Key search limit 65536 l 4 J

Leakages| Key

x| |

@)
o
()

(@ Round keys

(©)subkeys Round1l v

‘Key Value Copy retrieved key

oun <0 bits set> bits known . .

= S frame DES intermediate sub keys

oun <0 bits set> bits known ;A

o Do s - show 48 bits and can be
[Round <0 bits set> bits known

bits known H H

foun Dbt bisfoour easily copied

oun <0 bits set> bits known - Ny \/

oun( < s set> bits known -

oun <0 bits set> bits known

ound < s set> bits known

Round 1 <0 bits set> bits known

ound 1 <0 bits set> bits known

ound 1 <0 bits set> bits known -

?




Usability improvements

“ KnownKeyAnalysis on Des DPA example + StaticAlign.trs

= =X

Samples
First: o
Number: 2800

Traces
First: [0
Number:|500

Seftings
Report interval |50
Generate traces
Method
Correlation
Freferences

Cross correlation None
threads 4
Criterion

Peak

Fragment length 0

[] Amplified

Generate plot
Generate ranking in traces ||

Global key search

Leakages| Key Intermediates

Key 5268726274726420

Cipher -
DES
Preferences

Mode [ENCRYFT +

DES Type DES -

Attack direction
Input -> Output

(@) Round keys

() Subkeys |Round 1

M| Key
oun

Value
its set

Copy knovin key fl
its known ¥

oun

bits known

oun

bits known

bits known

| o

oun

bits known

oun

bits known

ound 8

oun

EIE(AIEEEIAEA

bits known ~

] »

brsknown ||

bits known i

/—\‘k
Partial Known
Key Analysis

Is possible

/A

All scopes now have
default number of
samples set to 10,000
samples

N

New ‘Copy known key’ column for KKA
(Similar to FOA panel, but always
enabled — since all bits are known)

, ,

| General| Measurement Setup |Target|

Oscilloscope 0 |

Oscilloscope :Dumm\‘-I icWaves Scope -

Osdilloscope settings
General

Sample frequency :100M v: Hz

Number of samples | 10k

[ Enable Filter

[ Show tunable properties during acquisition



Simplified VC Glitcher timeout

Inspector 4.12 and earlier

Wait for glitch to complete Eimrs
Glitch timeout |5k /_:n-s\ When USi ng Trigger edge
Glitcher Properties em bedded Reset and Trigger source
. Q. perturbation Reset polarity
2.7 o mOd u |eS, users Glitcher Properties
were presented
with 2 VC Glitcher -
Tmeout |1k ms timeouts.

Timeout |1k

The user has one option to configure a
timeout. Inspector will take care of the L=
USB transfer timeout, which is irrelevant

to the FI operation.

riscurc

Inspector 2018.1

VC Glitcher [serial: FTVKCXLE]

:Glibch after reset

:Active high

ms
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Inconclusive byte

Value Data
1.224684835E-17 at 50 (500 ys) AS 9B 24 47 0903 FEFG 25 ABS3 38 CA B2 C7

An extra byte was always appended to
trace data from any perturbation modulei
signals the status of corresponding

perturbation attempt.

.

+ SC Perturbation

General | Measurement Setup I Glitch I icWaves Setup I Perturbation ITarget|

[] Append INCOMCLUSIVE status byte to trace 10 data

Accept measurements with errors

[ Limit errors \J

The user now has full control to add an

additional byte or not through Inspector.

In this way the byte is only appended
when it's useful (e.g. AES, DES DFA
modules).

riscurc
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Perturbation log changes

riscurc

ult count

Input tr
Paramest

{first.tra
Output £il

~turbati




Perturbation log changes

VC Glitcher report - RC_TC2_Protocol SC Perturbation (started 2016-09-19 08:27:59)

id Glitch valtage VCC valtage  Clockhigh ... Clocklow v... Waiteydes 1 Gitchcyde... Glitchoffs... Gitchkengt... Timed out
20 2.46500008... 3.29900002... 3.29900002... 0.0 1000 40 354 &0 false
19 1.96000003. 1000 46 218 94 false
18 2.64000010. 1000 72 436 10 false
17 2.26200008. 1000 7 430 33 false
16 2.46000003. 1000 57 518 34 false
15 0.81589998. 1000 3 4“4 12 false
14 1.55799996. 1000 4 318 68 false
13 0.77999997. 1000 69 275 86 false
12 0.81999999. 1000 41 232 14 false
11 0.74199998. 1000 74 354 82 false
10 0.23339999. 1000 48 362 14 false
9 2.20000004. X 1000 i1 806 68 false
8 -1.0240000... 3.29900002... 3.29900002... 0.0 1000 24 150 80 false
7 0.29339999... 3.29900002... 3.29900002... 0.0 1000 84 128 58 false
6 1.78199994... 3.29900002... 3.2990000; X 1000 4 950 100 false
5 1.44400000... 3.29900002... 3.29900002... 0.0 1000 17 486 70 false
4 -1.1160000... 3.28900002... 3.29900002... 0.0 1000 74 642 0 false
3 0.75999999... 3.29900002... 3.2990000; 1000 88 410 84 false
2 0.88200002... 3.29900002... 3.2990000. 1000 44 612 10 false
1 0.85199999... 3.29900002... 3.2990000; X 1000 85 276 40 false
0 0.38500000... 3.29900002... 3.29900002... 0.0 1000 96 126 52 false

< m

Data

o=

Filter expressian |"Color” = 4|

| - | ascriex |

Rows: 21

Previously used filter
expressions are saved and
accessible through a drop-
down with history

Context menu is available to
apply filters in an easy to

understand way

—  Smaller fonts

==

Filters for - RC_TC2_Protocol_SC Perturbation (started 2016-09-19 08:27:59)

1f Gittch length 1

~| equals | then [mncude ]
[Reset ] [TAdEF [ Remove |
Column Valug Action
Glitch length 1 100 INCLUDE




Upgrade procedure
& SDK changes




Inspector installation & SDK updates

Where SDK and firmware updates
e Customers with a Subscription Contract receive a download link

* Download from Riscure license portal Spider SDK 1.4.0
Installation guidance +  “waitTrigger" method in Chronology class now returns an integer id.
User can use this id to determine which "waitTrigger" method timed

* Inspector software can be installed on the same PC workstation next to
your previous version. You can still revert back to the previous version if
you want to. * Timer class is now available in Python

out.

*  You will need a license file next to your dongle to work with Inspector

2018.1. icWaves SDK 3.10.0
* APlis backwards compatible.

* icWaves firmware 3.2.1, with an adjusted ADC chip configuration

Your own modules & traces routine to ensure ADC sample encoding format
* Inspector software points by default to the same user module folder as * Fixedanissue where icWaves3 ADC chip does not receive correct
previous versions. Eonﬁguration and produces samples in an unexpected encoding
ormat.

* Incase you have trouble porting an older module to this Inspector version, ] ]
please contact our support portal for assistance. » Corrected the maximum number of samples parameter for i cWaves

devices to 17000000

Release notes & bug fixes
For the full list of bug fixes, please refer to the release notes:
https://www.riscure.com/security-tools/inspector-sca/#support

Power Tracer SDK 1.4.1

* SDKautomatically performs volatile FPGA bit stream update
when detected a device with older bit stream version
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