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Inspector Fl Python

riscure Documentation
v' Intuitive user interface s o —
v' Example scripts included

@ Dashboard

Hur.

v’ Build your own scripts Ry
v For embedded targets E

v In this release support for: S == Q
v' EM probe station

Database  Aftempts  Start time Runtime  Summary

% 71. for p in parameter_generator(scan_parameters):
o 72. if not util.process_commands():
\/ Splder # ru e break
# Hure

/ . 75. normalVec = 2.2
76. tInd =@

Riscure lasers = T

T /3. triggerInlndex = 3

/ E M - F I 79. selectedTriggerSensitivity = Spider.RISING_EDGE
ge.
81. glitcher. forgetEvents(); # clear event sequence from before
/ P i CO S CO p e 82. glitcher. setGPIONow(resetIndex, resetPolarity);
83. # glitcher.setVcclNow(Spider.GLITCH OUT1, ©.8);
84. glitcher.setVccow(Spider.GLITCH_OUTL, normalVcc);
85. glitcher. setGPIONow(resetIndex, 1-resetPolarity);
86. glitcher.waitTrigger(triggerInlndex, selectedlriggerSensitivity, 1);
87. glitcher.glitch(Spider.GLITCH OUT1, float(p['glitch voltage']), float(p[ glitch delay'])/lee6eee000, f1
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FI Spotlight

v’ Visualize Fl results in plots or
on die

v' Choose out of many
different plots like scatter

v" Filter results to get a better
view on your successes

v’ Use all you glitching
parameters to find your
sweetspot

v View during a Fl session and
see your results evolve
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FI Spotlight

Choose different plot
types and X/Y
parameters and zoom
in on specific area’s
to get detalled
information on FlI
attempts

riscurc

Visualize the results of a fault
Injection session in a way that
analyzing becomes easy!

Plot | statistics | Bgort | PostProcess | soL | Leg | Help |
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. / . . . .
Automation & HPA Premium sgbscrlptlon includes |
Inspector High performance Analysis

v’ Generates a programmable user module v'Runs on your server

v"Maximum of 10 Inspector instances
v/ Build loops to run a automation scenario supported by default
with multiple settings v"Windows and Linux both supported

+-+ openOutFile("C: \Users\fred\Inspector \TestOut\20170411_150458_AutomationModuleOut. txt"); Log

4+ openLogFile("C: Users\fred\Inspector \TestOut\20170411_150458_AutomationModuleLog. txt"); out
-« openReportFile("C: WUsers\fred\Inspector\TestOut\20170411_150458_AutomationModuleReport.htmi");

+/ Opened file: C:\Users\fred\Inspector\TestOut|20170411_150458_AutomationModuleReport.htmi 4

(@ [2017-05-14 13:11:20] > 1.23543E4s OFF . .
#]-+ openOutFile("C: Wsers\fred\Inspector\TestOut\FirstOrderAnalysis AES_128_E_I_CMT_XOR_ALL.txt");
#] + openTraceFie("C:\Users\fred\Inspector \TestOut\AES-128 ENCRYPT trace simulation Test Reference. trs.master”);
+)-+ runModule("C: \Program Files\Inspector-4. 13 dev duster \modules\crypto2\FirstOrderAnalysis.dass”, "C: Users\fred\Inspector\m | Sta rt reco I'd | ng fCII' autom Eti on mo d u | e fl | e |
- 9 compareTextFies("C: WUsers\fred\Inspector\TestOut FirstOrderAnalysis AES_128_E_I_CMT_XOR_ALL.txt", "C:\Users\fred\Inspe _

Status Traces Samples

Ready avaiable:4096 displayed 0 selected:0 available: 100 displayed:100 at0 selected:0 )’\

Progress of the automation/ Buttons enable ‘macro like’

scenario is shown in new recording of automation scripts
riIscurc “quto’ tab 6



Collision Correlation

module
v"Works for AES cipher

v' Choose to attack the collision

correlation between all pairs of key bytes
or only selected pairs

Background : The core idea of the attack is to exploit the fact
that the same value after SubBytes lead to similar side channel
leakages for different bytes of the input. The figure below tries
to capture the theoretical essence of the attack in a visual way.

riIscurc S Pr) = S(="DK>) —
— m*@m® = P

“ AesCollisionCorrelationAnalysis on Pinata SW AES encrypt 1... %

Samples Traces
First: 580 First: 0

Number: 370 Number: 10000
Bytes attack type | SELECTED_PAIRS v
Byte pairs to attack 0-1,1-2,2-3,3-4,4-5,5-6,6-7,7-8,8-9,9-
Sample pair attack type |ALL_SAMPLE_PAIRS v
Result trace per xor guess per byte pair jMA){_CDRRELATI.DN vi

W (Key recovery limit) |100
Cipher

AES

Preferences
Mode .ENCRYPT

Key Size 128

Attack direction
Input -> Output >

Mxllcllallel

(\‘ )\j \ (,j{ \A.Uﬂ \ “ /\, /’W /(\W.vf‘\,,,ﬁ /\‘f\uq

m* Pk = m"CPL"




Pipeline module

v’ Pipeline is similar to Chain, only each
module can run in a different thread

v Everything that works in Chain will
also work in Pipeline, but faster

v’ Speed improvements is depending
on the specific use case and the
number of cores

v The console output of each module is
redirected to a separate file

riscurc

* Pipeline | 28 |
Chained modules

’ Add ” Remove ” Setup ” Reload ]
Fipeline

[=-SequenceAcquisition

=I-Abs

=}-LowPass
“--StaticAlign

(- StaticAlign

~FirstOrderAnalysis

e FirstOrderAnalysis
~Spectrum

o) (B8)(&)
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Support for Tektronix

v’ Tektronix support based on VISA
driver

v'Support for 5000 and 7000 series

v Fast frame mode to speed up e L g ] |
acquisition |

v"Works next to other supported
oscilloscopes: LeCroy and
Picoscope

riscurc



Inspector installation & SDK updates

Where

Customers with a Subscription Contract receive a download link
Download from Riscure license portal

Installation guidance

Inspector software can be installed on the same PC workstation next to
your previous version. You can still revert back to the previous version if
you want to.

You will need a license file next to your dongle to work with Inspector
2018.3.

APl is backwards compatible.

Your own modules & traces

Inspector software points by default to the same user module folder as
previous versions.

In case you have trouble porting an older module to this Inspector version,
please contact our support portal for assistance.

Release notes & bug fixes
For the full list of bug fixes, please refer to the release notes:
https://www.riscure.com/security-tools/inspector-sca/#support

riscurc

SDK and firmware updates

Spider SDK 1.4.1

* Spider Java classes are now included as Inspector system modules.
When compiling any Sequence module operating a Spider device, the
system module Spider classes would be used for compilation by
default.

* Rounded timing parameters of glitch() method in Spider Chronology
class to nearest multiple of 4 to avoid deviation in actual timing
generated by Spider device.

Database update

* Inspector 2018.3 uses a SQLite database to capture the perturbation
results. The PostgreSQL database has been deprecated. A database
migration option is included in the release to migrate previously
stored results to the SQLite database.
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http://www.riscure.com/
mailto:inforequest@riscure.com
mailto:inforcn@riscure.com

